
Third Year Information Technology – SEM VI 

Ethical Hacking 

1)________ are the combination of both white as well as black hat hackers. 

a) Grey Hat hackers 

b) Green Hat hackers 

c) Blue Hat Hackers 

d) Red Hat Hackers 

2) Which is the legal form of hacking based on which jobs are provided in IT industries and 

firms? 

a) Cracking 

b) Non ethical Hacking 

c) Ethical hacking 

d) Hactivism 

3)Hackers who help in finding bugs and vulnerabilities in a system & don’t intend to crack a 

system are termed as ________ 

a) Black Hat hackers 

b) White Hat Hackers 

c) Grey Hat Hackers 

d) Red Hat Hackers 

4)Which of the following is not a type of virus? 

a) Boot sector 

b) Polymorphic 

c) Multipartite 

d) Trojans 

5)A computer ________ is a malicious code which self-replicates by copying itself to other 

programs. 

a) program 

b) virus 

c) application 

d) worm 

6)Which of them is not an ideal way of spreading the virus? 

a) Infected website 

b) Emails 

c) Official Antivirus CDs 

d) USBs 

 

 



7)In mid-1981, the 1st virus for Apple computers with the name _________ came into existence. 

a) Apple I 

b) Apple II 

c) Apple III 

d) Apple Virus 

8)_______________ infects the master boot record and it is challenging and a complex task to 

remove this virus. 

a) Boot Sector Virus 

b) Polymorphic 

c) Multipartite 

d) Trojans 

9)________________ gets installed & stays hidden in your computer’s memory. It stays 

involved to the specific type of files which it infects. 

a) Boot Sector Virus 

b) Direct Action Virus 

c) Polymorphic Virus 

d) Multipartite Virus 

10)Direct Action Virus is also known as ___________ 

a) Non-resident virus 

b) Boot Sector Virus 

c) Polymorphic Virus 

d) Multipartite Virus 

11) ______________ infects the executables as well as the boot sectors. 

a) Non-resident virus 

b) Boot Sector Virus 

c) Polymorphic Virus 

d) Multipartite Virus 

12)______________ are difficult to identify as they keep on changing their type and signature. 

a) Non-resident virus 

b) Boot Sector Virus 

c) Polymorphic Virus 

d) Multipartite Virus 

13) ____________ deletes all the files that it infects. 

a) Non-resident virus 

b) Overwrite Virus 

c) Polymorphic Virus 

d) Multipartite Virus 

14)Which of the below-mentioned reasons do not satisfy the reason why people create a 

computer virus? 



a) Research purpose 

b) Pranks 

c) Identity theft 

d) Protection 

15)A ___________ is a small malicious program that runs hidden on infected system. 

a) Virus 

b) Trojan 

c) Shareware 

d) Adware 

16)____________ works in background and steals sensitive data. 

a) Virus 

b) Shareware 

c) Trojan 

d) Adware 

17)By gaining access to the Trojaned system the attacker can stage different types of attack using 

that ____________ program running in the background. 

a) Trojan 

b) Virus 

c) Antivirus 

d) Anti-malware 

18) Trojan creators do not look for _______________ 

a) Credit card information 

b) Confidential data 

c) Important documents 

d) Securing systems with such programs 

19)Which of them is not a proper way of getting into the system? 

a) IM 

b) Attachments 

c) Official product sites 

d) Un-trusted sites, freeware and pirated software 

20)Which of the following port is not used by Trojans? 

a) UDP 

b) TCP 

c) SMTP 

d) MP 

21) Trojans do not do one of the following. What is that? 

a) Deleting Data 

b) Protecting Data 



c) Modifying Data 

d) Copying Data 

22)Once activated __________ can enable ____________to spy on the victim, steal their 

sensitive information & gain backdoor access to the system. 

a) virus, cyber-criminals 

b) malware, penetration testers 

c) trojans, cyber-criminals 

d) virus, penetration testers 

23)Trojans can not ______________ 

a) steal data 

b) self-replicate 

c) steal financial information 

d) steal login credentials 

24)_______________ programs are specially designed for stealing your account data for online 

banking systems, e-payment services & credit/debit cards. 

a) DDoS-Trojan 

b) Backdoor Trojan 

c) Trojan-Banker 

d) Trojan-Downloader 

25)____________ work in background & keeps on downloading other malicious programs when 

the system is online. 

a) DDoS-Trojan 

b) Backdoor Trojan 

c) Trojan-Banker 

d) Trojan-Downloader 

26)A _________________ may be a hidden part of a program, a separate infected program a 

Trojan in disguise of an executable or code in the firmware of any system’s hardware. 

a) crypter 

b) virus 

c) backdoor 

d) key-logger 

 

27)Backdoors cannot be designed as ______________ 

a) the hidden part of a program 

b) as a part of Trojans 

c) embedded code of the firmware 

d) embedded with anti-malware 

28)The threat of backdoors started when ____________ & ____________ OSs became widely 

accepted. 



a) single-user, Windows 

b) multiuser, networked 

c) single-user, UNIX 

d) multiuser, UNIX 

29)Backdoors are also known as ______________ 

a) Malware-doors 

b) Trojan-backups 

c) Front-doors 

d) Trapdoors 

30)Which of the following is a remote Trojan? 

a) Troya 

b) DaCryptic 

c) BankerA 

d) Game-Troj 

31)________________ is one of the 3 pre-attacking phase. 

a) Fingerprinting 

b) 3D printing 

c) Footprinting 

d) Data printing 

32)________________ is a component of the reconnaissance stage that is used to gather possible 

information for a target computer system or network. 

a) Fingerprinting 

b) 3D printing 

c) Footprinting 

d) Data printing 

 

 

33)A/An ______________ spends 85% of his/her time in profiling an organization and rest 

amount in launching the attack. 

a) security analyst 

b) attacker 

c) auditor 

d) network engineer 

34)Which of the following is not a spot from where attackers seek information? 

a) Domain name 

b) IP address 

c) System enumeration 

d) Document files 



35)Which of them is not an information source over the internet for target attackers? 

a) Whois 

b) YouTube 

c) Nslookup 

d) Archive sites 

36)Spywares can be used to steal _______________ from the attacker’s browser. 

a) browsing history 

b) company details 

c) plug-ins used 

d) browser details 

37)Information about people is available people search sites. Which of them is an example of 

people data searching site? 

a) people.com 

b) indivinfo.org 

c) intelius.com 

d) peopleinfo.org 

38)You can attain a series of IP addresses allotted to a particular company using __________ 

site. 

a) https://www.ipdata.org/ 

b) https://www.arin.net/ 

c) https://www.ipip.com/ 

d) https://www.goipaddr.net/ 

 

 

39)ARIN is abbreviated as _____________ 

a) American Registry for Internet Numbers 

b) American Registry for IP Numbers 

c) All Registry for Internet Numbers 

d) American Registry for IP Numbering 

40)Using spyware is an example of _________ type of information gathering. 

a) active 

b) passive 

c) active & passive 

d) non-passive 

41)Collecting freely available information over the internet is an example of ____________ type 

of information gathering. 

a) active 

b) passive 

https://www.goipaddr.net/


c) active & passive 

d) non-passive 

42)The full form of OSI is OSI model is ______________ 

a) Open Systems Interconnection 

b) Open Software Interconnection 

c) Open Systems Internet 

d) Open Software Internet 

43)Which of the following is not physical layer vulnerability? 

a) Physical theft of data & hardware 

b) Physical damage or destruction of data & hardware 

c) Unauthorized network access 

d) Keystroke & Other Input Logging 

44)Which of the following is not a vulnerability of the data-link layer? 

a) MAC Address Spoofing 

b) VLAN circumvention 

c) Switches may be forced for flooding traffic to all VLAN ports 

d) Overloading of transport-layer mechanisms 

45)____________ is data-link layer vulnerability where stations are forced to make direct 

communication with another station by evading logical controls. 

a) VLAN attack 

b) VLAN Circumvention 

c) VLAN compromisation method 

d) Data-link evading 

46)Which of the following is not a vulnerability of the network layer? 

a) Route spoofing 

b) Identity & Resource ID Vulnerability 

c) IP Address Spoofing 

d) Weak or non-existent authentication 

47)Which of the following is an example of physical layer vulnerability? 

a) MAC Address Spoofing 

b) Physical Theft of Data 

c) Route spoofing 

d) Weak or non-existent authentication 

48)Which of the following is an example of data-link layer vulnerability? 

a) MAC Address Spoofing 

b) Physical Theft of Data 

c) Route spoofing 

d) Weak or non-existent authentication 



49)Which of the following is an example of network layer vulnerability? 

a) MAC Address Spoofing 

b) Physical Theft of Data 

c) Route spoofing 

d) Weak or non-existent authentication 

50) Which of the following is an example of physical layer vulnerability? 

a) MAC Address Spoofing 

b) Route spoofing 

c) Weak or non-existent authentication 

d) Keystroke & Other Input Logging 

51)Which of the following is an example of data-link layer vulnerability? 

a) Physical Theft of Data 

b) VLAN circumvention 

c) Route spoofing 

d) Weak or non-existent authentication 

52)Which of the following is not a transport layer vulnerability? 

a) Mishandling of undefined, poorly defined 

b) The Vulnerability that allows “fingerprinting” & other enumeration of host information 

c) Overloading of transport-layer mechanisms 

d) Unauthorized network access 

53)Which of the following is not session layer vulnerability? 

a) Mishandling of undefined, poorly defined 

b) Spoofing and hijacking of data based on failed authentication attempts 

c) Passing of session-credentials allowing intercept and unauthorized use 

d) Weak or non-existent authentication mechanisms 

54)Failed sessions allow brute-force attacks on access credentials. This type of attacks are done 

in which layer of the OSI model? 

a) Physical layer 

b) Data-link Layer 

c) Session layer 

d) Presentation layer 

55)Which of the following is not an example of presentation layer issues? 

a) Poor handling of unexpected input can lead to the execution of arbitrary instructions 

b) Unintentional or ill-directed use of superficially supplied input 

c) Cryptographic flaws in the system may get exploited to evade privacy 

d) Weak or non-existent authentication mechanisms 

56)Which of the following is not a vulnerability of the application layer? 

a) Application design bugs may bypass security controls 

b) Inadequate security controls force “all-or-nothing” approach 



c) Logical bugs in programs may be by chance or on purpose be used for crashing programs 

d) Overloading of transport-layer mechanisms 

57)Which of the following is an example of Transport layer vulnerability? 

a) weak or non-existent mechanisms for authentication 

b) overloading of transport-layer mechanisms 

c) poor handling of unexpected input 

d) highly complex application security controls 

58)Which of the following is an example of session layer vulnerability? 

a) weak or non-existent mechanisms for authentication 

b) overloading of transport-layer mechanisms 

c) poor handling of unexpected input 

d) highly complex application security controls 

59)Which of the following is an example of presentation layer vulnerability? 

a) weak or non-existent mechanisms for authentication 

b) overloading of transport-layer mechanisms 

c) highly complex application security controls 

d) poor handling of unexpected input 

60)Which of the following is an example of application layer vulnerability? 

a) Cryptographic flaws lead to the privacy issue 

b) Very complex application security controls 

c) MAC Address Spoofing 

d) Weak or non-existent authentication 

61)Data leakage threats do not usually occur from which of the following? 

a) Web and email 

b) Mobile data storage 

c) USB drives and laptops 

d) Television 

62)Data leakage is popularly known as ___________ 

a) data theft 

b) data crack 

c) low and slow data theft 

d) slow data theft 

63)When leakage of data is done purposely or because of the lack of employee’s concern toward 

confidential data is called ___________ done by employees of an organization. 

a) Ill-intentional data leakage 

b) Malfunctioned in database 

c) A malfunction in online data 

d) ill-intension of an outsider 



64)Which of them is not an example of physical data leakage? 

a) dumpster diving 

b) shoulder surfing 

c) printers and photocopiers 

d) phishing 

65)Which of them is an example of physical data leakage? 

a) Dumpster diving 

b) MiTM 

c) DDoS 

d) Phishing 

66)Which of them is not an example of data leakage done using electronic communication with 

malicious intent? 

a) Phishing 

b) Spoofed Email 

c) Attacks using malware 

d) Dumpster diving 

67)The three steps of data loss prevention are – Identify, Discover and______________ 

a) Classify 

b) Clarify 

c) Deletion 

d) Detection 

68)Which of the following is not a step of data-loss prevention? 

a) Identify 

b) Manage 

c) Classify 

d) Discover 

69)Data leakage threats are done by internal agents. Which of them is not an example of an 

internal data leakage threat? 

a) Data leak by 3rd Party apps 

b) Data leak by partners 

c) Data leak by employees 

d) Data leak from stolen credentials from the desk 

70)_____________ focuses on the detection & prevention of sensitive data exfiltration and lost 

data. 

a) Data loss prevention 

b) Data loss measurement 

c) Data stolen software 

d) Data leak prevention 



71)_________________ is the kind of firewall is connected between the device and the network 

connecting to internet. 

a) Hardware Firewall 

b) Software Firewall 

c) Stateful Inspection Firewall 

d) Microsoft Firewall 

72)_________ is software that is installed using an internet connection or they come by-default 

with operating systems. 

a) Hardware Firewall 

b) Software Firewall 

c) Stateful Inspection Firewall 

d) Microsoft Firewall 

 

 

73)Which of the following is not a software firewall? 

a) Windows Firewall 

b) Outpost Firewall Pro 

c) Endian Firewall 

d) Linksys Firewall 

74)Firewall examines each ____________ that are entering or leaving the internal network. 

a) emails users 

b) updates 

c) connections 

d) data packets 

75)A firewall protects which of the following attacks? 

a) Phishing 

b) Dumpster diving 

c) Denial of Service (DoS) 

d) Shoulder surfing 

76)Packet filtering firewalls are deployed on ________ 

a) routers 

b) switches 

c) hubs 

d) repeaters 

77)In the ______________ layer of OSI model, packet filtering firewalls are implemented. 

a) Application layer 

b) Session layer 

c) Presentation layer 

d) Network layer 



78)The __________ defines the packet filtering firewall rules. 

a) Access Control List 

b) Protocols 

c) Policies 

d) Ports 

79)ACL stands for _____________ 

a) Access Condition List 

b) Anti-Control List 

c) Access Control Logs 

d) Access Control List 

80)Network administrators can create their own ACL rules based on _______ ________ and 

_______ 

a) Address, Protocols and Packet attributes 

b) Address, Protocols and security policies 

c) Address, policies and Packet attributes 

d) Network topology, Protocols and data packets 

81)Packet filtering firewalls work effectively in _________ networks. 

a) very simple 

b) smaller 

c) large 

d) very large complex 

82)___________ is a weakness that can be exploited by attackers. 

a) System with Virus 

b) System without firewall 

c) System with vulnerabilities 

d) System with a strong password 

83)_________ is the sum of all the possible points in software or system where unauthorized 

users can enter as well as extract data from the system. 

a) Attack vector 

b) Attack surface 

c) Attack point 

d) Attack arena 

84)_____________ is a special type of vulnerability that doesn’t possess risk. 

a) Vulnerabilities without risk 

b) Vulnerabilities without attacker 

c) Vulnerabilities without action 

d) Vulnerabilities no one knows 

85)________ type of exploit requires accessing to any vulnerable system for enhancing privilege 

for an attacker to run the exploit. 



a) Local exploits 

b) Remote exploits 

c) System exploits 

d) Network exploits 

 

 

86)___________ is a technique used by penetration testers to compromise any system within a 

network for targeting other systems. 

a) Exploiting 

b) Cracking 

c) Hacking 

d) Pivoting 

87)A _________ is a software bug that attackers can take advantage to gain unauthorized access 

in a system. 

a) System error 

b) Bugged system 

c) Security bug 

d) System virus 

88)Security bugs are also known as _______ 

a) security defect 

b) security problems 

c) system defect 

d) software error 

89)ISMS is abbreviated as __________ 

a) Information Server Management System 

b) Information Security Management Software 

c) Internet Server Management System 

d) Information Security Management System 

90)Connection authentication is offered for ensuring that the remote host has the likely Internet 

Protocol (IP) ___________ & _________ 

a) address, name 

b) address, location 

c) network, name 

d) network, location 

91)Trusted TCP/IP commands have the same needs & go through the identical verification 

process. Which of them is not a TCP/IP command? 

a) ftp 

b) rexec 



c) tcpexec 

d) telnet 

 

 

92)RoBOT is abbreviated as ___________ 

a) Return of Bleichenbacher’s Oracle Team 

b) Rise of Bleichenbacher’s Oracle Threat 

c) Return of Bleichenbacher’s Operational Threat 

d) Return of Bleichenbacher’s Oracle Threat 

93)____________ is an attack where the attacker is able to guess together with the sequence 

number of an in progress communication session & the port number. 

a) TCP Spoofing 

b) TCP Blind Spoofing 

c) IP Spoofing 

d) IP Blind Spoofing 

94)___________ is an attack technique where numerous SYN packets are spoofed with a bogus 

source address which is then sent to an inundated server. 

a) SYN flooding attack 

b) ACK flooding attack 

c) SYN & ACK flooding attack 

d) Packet flooding attack 

95)Which of them is not an appropriate method of router security? 

a) Unused ports should be blocked 

b) Unused interfaces and services should be disabled 

c) Routing protocol needs to be programmed by security experts 

d) Packet filtering needs to be enabled 

96) Which 2 protocols are used in the Transport layer of the TCP/IP model? 

a) UDP and HTTP 

b) TCP and UDP 

c) HTTP and TCP 

d) ICMP and HTTP 

97)____________ protocol attack is done in the data-link layer. 

a) HTTP 

b) DNS 

c) TCP/IP 

d) POP 

98)Data leakage threats do not usually occur from which of the following? 

a) Web and email 



b) Mobile data storage 

c) USB drives and laptops 

d) Television 

99)_____________ is the illicit transmission of data from inside an organization or personal 

system to an external location or recipient. 

a) Database hacking 

b) Data leakage 

c) Data cracking 

d) Data revealing 

100)Data leakage is popularly known as ___________ 

a) data theft 

b) data crack 

c) low and slow data theft 

d) slow data theft 

 


