
1.The field that covers a variety of computer network both public and private that 

are used in every day jobs 

a)Artificial Intelligence  b)ML 

c)Network Security    d)IT 

2. Network security provides _________and access control for resources. 

a) authentication    b) Identification 

c) password     d) Verification 

3. Which is not objective of network security 

a)Identification   b)Authentication 

c)access control   d)lock  

4. Which of these is a part of network identification 

a)UserID    b)password 

c)OTP     d)FingerPrint 

5. The process of verifying the identify of a user 

a) Authentication   b) Identification 

c)Validation    d)Verification 

6. A concern of authentication that deals with user rights 

a)General access   b)functional authentication 

c)functional Authorization  d)Auto verification 

7. CHAP stands for 

a) challenge handshake authentication protocol 

b) challenge hardware authentication protocol 

c)circuit hardware authentication protocol 

d) circuit handshake authentication protocol 

8. Security features that control that can access resources in the os. 



a)Authentication    b)Identification 

c)Validation    d)Access Control 

9. An algorithm in encryption is called……………………. 

a)Algorithm   b)Procedure 

c)Cipher   d)Module 

10. The information that gets transformed in encryption is………………… 

a)Plain text   b)parallel text 

c)encrypted text  d)Decrypted text 

11. firewall are to protect against. 

a)Virus attack    b)Fire attack 

c)Data driven attack   d)Unauthorized attack 

12. The first computer virus is. 

a)The famous    b)HARLIE 

c)PARAM    d)Creeper 

13.A hard copy would be prepared on a 

a)Printer   b)Joystick 

c)TrackBall   d)All of these 

14. Which of the following is independent malicious program that need not any 

host program. 

a)Trap doors   b)Trojan horse 

c)Virus    d)worm 

 

 

15. What type of symmetric key algorithm using a streaming cipher to encrypt 

information. 



a)RC4    b)Blowfish 

c)SHA    d)MD5 

16. In tunnel mode IPSec protects the  

a)Entire IP packet   b)IP header 

c)IP Payload    d)None of these 

17. Which of the following is known as malicious software 

a)Illegalware    b)Badware 

c)Malware    d)Maliciousware 

18.The DSS signature uses which hash algorithm 

a) MD5 
b) SHA-2 
c) SHA-1 
d) Does Not Use Hash Algorithm  

19. The Certificate_request Massage Includes Two Parameters, One Of Which Is- 
 

a)  Certificate_extension 
b)  Certificate_creation 
c)  Certificate_exchange 
d)  Certificate_type 

20.  In The Handshake Protocol Which Is The Message Type First Sent Between 

Client And Server ? 

 

a)  Server_hello 
b)  Client_hello 
c)  Hello_request 
d)  Certificate_request 

21.  Why Would A Hacker Use A Proxy Server? 
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 To Create A Stronger Connection With The Target. 

a)  To Create A Ghost Server On The Network. 
b)  To Hide Malicious Activity On The Network 
c)  To Obtain A Remote Access Connection. 

22.  Which Of The Following Is Not A Factor In Securing The Environment Against 

An Attack On Security? 

 The System Configuration 

a)  The Business Strategy Of The Company 
b)  The Education Of The Attacker 
c)  The Network Architecture 
d)  Both a and b 

23. To Hide Information Inside A Picture, What Technology Is Used? 

a)  Rootkits 
b)  Bitmapping 
c)  Steganography 
d)  Image Rendering 

24.  What Is The Sequence Of A TCP Connection? 

a)  SYN-ACK-FIN 
b)  SYN-SYN ACK-ACK 
c)  SYN-ACK 
d)  SYN-SYN-ACK 

25.  What Tool Can Be Used To Perform SNMP Enumeration? 

a)  DNSlookup 
b)  Whois 
c)  Nslookup 
d)  IP Network Browser 

26.  The First Phase Of Hacking An IT System Is Compromise Of Which Foundation 

Of Security? 
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a)  Availability 
b)  Confidentiality 
c)  Integrity 
d)  Authentication 

27.  What Port Does Telnet Use? 

a) 22 
b)  80 
c)  20 
d)  23 

28.  Performing Hacking Activities With The Intent On Gaining Visibility For An 

Unfair Situation Is Called 

a)  Cracking 
b)  Analysis 
c)  Hacktivism 
d)  Exploitation 

29.  What Is The Most Important Activity In System Hacking? 

a)  Information Gathering 
b)  Cracking Passwords 
c)  Escalating Privileges 
d)  Covering Tracks 

30. Phishing Is A Form Of 

a)  Impersonation 
b)  Spamming 
c)  Identify Theft 
d)  Scanning 

31. When A Person Is Harrassed Repeatedly By Being Followed, Called Or Be 

Written To He/she Is A Target Of 

a)  Bullying 
b)  Identity Theft 
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c)  Phishing 
d)  Stalking 

32. Which Of The Following Malicious Program Do Not Replicate Automatically? 

a)  Trojan Horse 
b)  Virus 
c)  Worm 
d)  Zombie 

33. Keyloggers Are A Form Of 

a)  Spyware 
b)  Shoulder Surfing 
c)  Trojan 
d)  Social Engineering 

34. Which Of The Following Is A Class Of Computer Threat 

a)  DoS Attacks 
b) Phishing 
c)  Stalking 
d)  Soliciting 

35.Confidentiality with asymmetric key cryptosystem has its own 

a) a)Entities 
b) b)Data 
c) c)problems 
d) d)translator 

 

36.SHA-I has a message digest of 

a) a)160 bits 
b) b)512 bits 
c) c)628 bits 
d) d)820 bits 

https://www.onlineinterviewquestions.com/information-security-mcq/#collapseUnfiled19
https://www.onlineinterviewquestions.com/information-security-mcq/#collapseUnfiled20
https://www.onlineinterviewquestions.com/information-security-mcq/#collapseUnfiled21


37.Message Authentication is a service beyond 

a) a)message confidentiality 
b) b)message integrity 
c) c)message splashing 
d) d)message sending 

38.In message confidentiality the transmitted message must make sence to only 
intended 

a)Receiver 
b)Sender 
c)modulor 
d)Translator 

39.A hash function guarantees the integrity of a message.It guarantees that the 
message has not be. 

a)Replaced 
b)Over view 
c)Changed 
D)Violated 

40.To check the integrity of a message,or document,the receiver creates the 

a)Hash-Table 
b)Hash Tag 
c)Hyper Text 
d)Finger Print 
 
 
 
 

41.A digital signature needs a 

a)Private key system 

b)Shared-key System 



c)Public-Key System 

d) Partner key system 

42.One way to preserve the integrity of a document is through the use of a 

a)Eye-Rays 

b)Finger Print 

c)Biometric 

d)X-Rays 

43.A session symmetric key between two parties is used 

a)Only once 

b)Twice 

c)Multiple times 

d)Condition dependant 

44.Encryption and decryption provide secrecy,or confidentiality,but not 

a)Authentication 

b)Integrity 

c)Privacy 

d)both a and c 

 

45.MAC Stands for 

a)Message authentication code 

b)Message arbitrary connection 



c)Message authentication control 

d)Message authentication cipher 

46.The digest created by a hash function is normally calles a 

a)Modification detection code(MDC) 

b)Modify authentication connection  

c)Message authentication control 

d)Message authentication cipher 

47.Message confidentiality is using 

a)Cipher text 

b)Cipher 

c)Symmetric-Key 

d)Asymmetric-key 

48.A sender must not be able to deny sending a message that was send,is knows as 

a)message Nonrepudiation 

b)Message integrity 

c)Message confidentiality 

d)Message sending 

49.To preserve the integrity of a document both the document and the 
fingureprint are 

a)Not used 

b)Unimportant 



c)Needed 

d)Not needed 

50.When the data must arrive at the receiver exactely as they were sent,its called 

a) Message confidentiality 

b) Message integrity 

c) Message Splashing 

d) Message Sending 

51.The message digest needs to be 

a)public 

b)private 

c)kept secret 

d)None 

52.In message integrity,the message digest needs to be kept 

a)Secret 

b)Low 

c)High 

d)Constant 

53.In message integrity,SHA-I hash algorithm create an N-bit message digest out of 
a message of 

a)512 bit blocks 

b) 1001 bit blocks 



c) 1510 bit blocks 

d) 2020 bit blocks 

54.The message must be encrypted at the sender site and decrypted at the 

a)Sender site 

b)site 

c)receiver site 

d)conferencing 

55.  In computer security, ……………………. means that computer system assets can 

be modified only by authorized parities. 

A) Confidentiality 

B) Integrity 

C) Availability 

D) Authenticity 

56. In computer security, …………………….. means that the information in a computer 

system only be accessible for reading by authorized parities. 

A) Confidentiality 

B) Integrity 

C) Availability 

D) Authenticity 

 

 

57.The type of threats on the security of a computer system or network are 

…………………….. 

i) Interruption                   ii) Interception                  iii) Modification 



iv) Creation                         v) Fabrication 

A) i, ii, iii and iv only 

B) ii, iii, iv and v only 

C) i, ii, iii and v only 

D) All i, ii, iii, iv and v 

 

58. Which of the following is independent malicious program that need not any 

host program? 

A) Trap doors 

B) Trojan horse 

C) Virus 

D) Worm 

 

59. The ……….. is code that recognizes some special sequence of input or is 

triggered by being run from a certain user ID of by unlikely sequence of events. 

A) Trap doors 

B) Trojan horse 

C) Logic Bomb 

D) Virus 

 

60. The …………….. is code embedded in some legitimate program that is set to 

“explode” when certain conditions are met. 

A) Trap doors 

B) Trojan horse 

C) Logic Bomb 



D) Virus 

61. Which of the following malicious program do not replicate automatically? 

A) Trojan Horse 

B) Virus 

C) Worm 

D) Zombie 

62. …………… programs can be used to accomplish functions indirectly that an 

unauthorized user could not accomplish directly. 

A) Zombie 

B) Worm 

C) Trojan Horses 

D) Logic Bomb 

63. State whether true of false. 

i) A worm mails a copy of itself to other systems. 

ii) A worm executes a copy of itself on another system. 

A) True, False 

B) False, True 

C) True, True 

D) False, False 

 

64. A ………….. is a program that can infect other programs by modifying them, the 

modification includes a copy of the virus program, which can go on to infect other 

programs. 

A) Worm 

B) Virus 



C) Zombie 

D) Trap doors 

 

65. Your supervisor is very busy and asks you to log into the HR Server using her 

user-ID and password to retrieve some reports. What should you do?  

a) It’s your boss, so it’s okay to do this.  

b) Ignore the request and hope she forgets.  

c) Decline the request and remind your supervisor that it is against UC 

policy. 

 

66.  Which of the following is not a typical characteristic of an ethical hacker? 

A. Excellent knowledge of Windows. 

B. Understands the process of exploiting network vulnerabilities. 

C. Patience, persistence and perseverance. 

D. Has the highest level of security for the organization. 

67.  What is the purpose of a Denial of Service attack? 

A. Exploit a weakness in the TCP/IP stack 

B. To execute a Trojan on a system 

C. To overload a system so it is no longer operational 

D. To shutdown services by turning them off 

 

 

 

68. How is IP address spoofing detected? 

A. Installing and configuring a IDS that can read the IP header 

B. Comparing the TTL values of the actual and spoofed addresses 

C. Implementing a firewall to the network 



D. Identify all TCP sessions that are initiated but does not complete 

successfully 

69. Why would a ping sweep be used? 

A. To identify live systems 

B. To locate live systems 

C. To identify open ports 

D. To locate firewalls 

70. What port does Telnet use? 

A. 22 

B. 80 

C. 20 

D. 23 

71. Which of the following will allow footprinting to be conducted without 

detection? 

A. PingSweep 

B. Traceroute 

C. War Dialers 

D. ARIN 

72.  A packet with no flags set is which type of scan? 

A. TCP 

B. XMAS 

C. IDLE 

D. NULL 

 

 

 

73. Sniffing is used to perform ______________ fingerprinting. 

A. Passive stack 

B. Active stack 



C. Passive banner grabbing 

D. Scanned 

74.Why would HTTP Tunneling be used? 

A. To identify proxy servers 

B. Web activity is not scanned 

C. To bypass a firewall 

D. HTTP is a easy protocol to work with 

75. What protocol is the Active Directory database based on? 

A. LDAP 

B. TCP 

C. SQL 

D. HTTP 

76. Services running on a system are determined by _____________. 

A. The system’s IP address. 

B. The Active Directory 

C. The system’s network name 

D. The port assigned 

77. What are the types of scanning? 

A. Port, network, and services 

B. Network, vulnerability, and port 

C. Passive, active, and interactive 

D. Server, client, and network 

78. Keyloggers are a form of ______________. 

A. Spyware 

B. Shoulder surfing 

C. Trojan 

D. Social engineering 

79. What are hybrid attacks? 

A. An attempt to crack passwords using words that can be found in 

dictionary. 



B. An attempt to crack passwords by replacing characters of a dictionary 

word with numbers and symbols. 

C. An attempt to crack passwords using a combination of characters, 

numbers, and symbols. 

D. An attempt to crack passwords by replacing characters with numbers and 

symbols. 

80. . Which form of encryption does WPA use? 

A. Shared key 

B. LEAP 

C. TKIP 

D. AES 

81. What is the best statement for taking advantage of a weakness in the security 

of an IT system? 

A. Threat 

B. Attack 

C. Exploit 

D. Vulnerability 

82. Having individuals provide personal information to obtain a free offer provided 

through the Internet is considered what type of social engineering? 

A. Web-based 

B. Human-based 

C. User-based 

D. Computer-based 

 

 

83. Below are steps in scanning antivirus Rearrange them in the correct sequence. 

a. Scan the selected file b. Choose an antivirus program c. Wait while the program 

is scanning and the result is produced d. Select file that need to be scanned 

a) D-b-a-c 

b) B-d-a-c 



c) A-c-b-d 

d) C-a-d-b 

84. Which of the following actions will help to protect your computer against 

spyware? 

a)Using a firewall. 

b)Only downloading programs from Web sites you trust. 

c)Installing anti-spyware protection. 

d)All the above. 

85. Which of the following is an antivirus software? 

 

a) Microsoft Office 

b) Tred Micro PC-cillin 

c) Windows XP 

d) Microsoft Word 

86. A firewall will I. help block computer viruses and worms from reaching your 

computer. II. ask for your permission to block or unblock certain connection 

requests. III. detect or disable computer viruses and worms if they are already in 

your computer. IV. stop you from opening e-mail with dangerous attachments. 

a) I and II 

b) I and III 

c) II and III 

d) III and IV 

 

 

87. A firewall will I. help block computer viruses and worms from reaching your 

computer. II. ask for your permission to block or unblock certain connection 

requests. III. detect or disable computer viruses and worms if they are already in 

your computer. IV. stop you from opening e-mail with dangerous attachments. 

a) I and II 



b) I and III 

c) II and III 

d) III and IV 

88. Select the correct order for the different phases of virus execution. 

i) Propagation phase 

ii) Dormant phase 

iii) Execution phase 

iv) Triggering phase 

         A) i, ii, iii, and iv 

         B) i, iii, ii and iv 

         C) ii, i, iv an iii 

          D) ii, iii, iv and i 

87. A portion of the Polymorphic virus, generally called a ……………………, creates, a 

random encryption, key to encrypt the remainder of the 

virus. 

     A) mutual engine 

            B) mutation engine 

            C) multiple engines 

             D) polymorphic engines 

88. A …………………….. creates copies during replication that are functionally equivalent 

but have distinctly different bit patterns. 

         A) Boot Sector Virus 

        B) Polymorphic Virus 

        C) Parasitic Virus 

         D) Macro Virus 

 

 

89.I send a data set{A,B,C,D} to a recipient which got received as {B,A,D,C} 

1)Data security is compromised 

2)Data integrity is lost 

3)Confidentiality is lost 
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4)Data availability is compromised 

90.A website login mechanism employs both password and verifying a PIN number 

via SMS to registerd mobile.This scenario provides…………… 

a)High convenience but low security 

b) High convenience but good security 

c) Low convenience and low security 

d)Low convenience but good security 

91.A fake email as a legitimate email from bank is 

a)Attack on availability 

b)Masquerading attack 

c)Denial of Service(DOS)attack 

d)Attack on confidentiality 

92.Which of these mechanisms provide data integrity? 

i)DES encryption 

ii)Asymmetric encryption 

iii)SHA hashing 

iv)Hashed-MAC 

a)i and iv 

b)i and iii 

c)ii and iii 

d)iii and iv 

94.Email attachments typically employ 

a)Base64 encoding 

b)Base16 encoding 

c)UTF-8 encoding 



d)URL encoding 

95.The combination of key exchange,hash and encryption algorithm is termed 

as……..in SSL/TLS. 

a)TLS handshake 

b)protocol siute 

c)Cipher suite 

d)TLS records 

96.The protocol POP stands for 

a)Personal Office Protocol 

b)Post Office Protocol 

c)Privacy Overall Protocol 

d)Privacy Over Protocol 

97.Which is most secure way to remote login? 

a)SSH with public keys 

b)Telnet with password 

c)SSH with password 

d)Telnet with public keys 

 

 

 

 

98.Which of these is true? 

a)IMAP provide security,but is optional in email 

b)SMTP has a mechanismto enable TLS mode to enforce security. 

c)Email mandates use of IMAP so that security is enforced 



d)If TLS mode in SMTP is set forwording will fail. 

 

99.For SSL which is the advised cryptographic algorithm 

a)twofish 128 

b)aes 192 

c)aes 128 

d)blowfish 

 

100.In SSL handshake,server Hello message typically contains 

a)List of ciphers for the session and extension list 

b)Selected cipher for the session and random bytes 

c)Selected cipher for the session and public key of server 

d)Random butes and public key of server 

 


